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If you see this text, then your files are no longer accessible, because they have been
encrypted. Perhaps you are busy looking for a way to recover your files, but don’t waste your
time. Nobody can recover your files without our decryption service.

Wwe quarantee that you can recover all your files safely and easily. All you need to do is submit
the payment and purchase the decryption key.

Please follow the instructions:
1. Send $300 worth of Bitcoin to following address:

1Mz/7153HMuxXTuR2R1t/78mGSdzaAtNbBWX

2. Send your bitcoin wallet ID and personal installation key to e-mail
wowsmithl23456@posteo.net. Your personal installation key:

go2ar/’b-g2ohU4-sabb2v-zNgueS-5s5574-0sdAfll-547fss-g3611-abdfef-0Gr76

If you already purchased your key, please enter it below.
Key:

Subtitles/CC turned off
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If you see this text, then your files are no longer accessible, because they have been
encrypted. Perhaps you are busy looking for a way to recover your files, but don’t waste your
time. Nobody can recover your files without our decryption service.

we quarantee that you can recover all your files safely and easily. All you need to do is submit
the payment and purchase the decryption key.

Please follow the instructions:
1. Send $300 worth of Bitcoin to following address:

1Mz/7153HMuxXTuR2R1t/78mGSdzaAtNbBWX

2. Send your bitcoin wallet ID and personal installation key to e-mail
wowsmithl23456@posteo.net. Your personal installation key:

go2a/’b-g2ohU4-sabb2v-zNgueS-5s5574-0sdAfll-54/7fss-g3611-abdfef-0Gr76

If you already purchased your key, please enter 1t below.
Key:

Subtitles/CC turned off
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EL OBSERVADOR / CIENCIAY TECNOLOGIA / NACIONAL /ATAQUE Login Suscribite x USS 345

Ciberataque al BHU: los criminales cumplieron su amenaza y filtraron parte de los
700 GB de informacion

El banco habia sido victima de un ataque de ransomware y los atacantes cumplieron su amenaza tras el
vencimiento del plazo
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Habia cosas que no cerraban...

1. Todas las victimas eran organizaciones privadas y publicas...no personas

2. Todas las victimas estaban ubicadas en Ucrania
3. La forma de dispersion era perfecta....algo nunca visto

4. Habia ciertas incertidumbres con la nota de pago de rescate



1. Todas las victimas eran organizaciones privadas y publicas...no personas

Se descubrio que la puerta de entrada era un programa para pagar
impuestos de empresas (como si fuera el IRAE)
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2. Todas las victimas estaban ubicadas en Ucrania
Porque el programa solo se usaba en Ucrania



3. La forma de dispersion era perfecta...
algo nunca visto

El Ransomware utilizaba para propagarse “Eternal Blue”
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% Wanna Decryptor 1.0 i

Qoops, your files have been encrypted!

What Happened to My Computer?

Y our important files are encrypted

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a
| , way to recover your files, but do not waste your time. Nobody can recover your

Payment will be raised on files without our decryption service

/1572017 16:25:02

. Can | Recover My Files?
Time Left

.......................

,,,,,,,,,,,,,, R T o T IR Sure. We guarantee that you can recover all your files safely and easily. (But you
have not so enough time.)
You can try to decrypt some of your files for free. Try now by clicking <Decrypt>.

Your files will be lost on If you want to decrypt all your files, you need to pay

5/19/2017 16:25:02 You only have 3 days to submit the payment. After that the pnce will be doubled
Also, if you dont pay in 7 davs, you won't be able (o recover yowr files forever

Time Lef

000000000000000000000000000

S kA kR o How Do | Pay?




‘Pacy and eye-popping’
Tom Burgis, author of Kleptopia
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Se procedio a pagar y....

iiNo hubo respuesta!!

¢éQue clase de delincuencia es esta??






4. Aunque se pagar, no se daba solucion. Por lo
cual, se dejaba de pagar...(?????)

¢éNo era un

Ransomware?? @




Script Kiddie Evolucion de las Ciberamenazas
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El 27 de Jun
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Esto fue

NotPETYA

Una historia real de Ciberguerra
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